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1 " From the Desktop, click the Start Button and select Control Panel.
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2 . From the Control Panel window that appears, select the Network and Internet link.

55 » Control Panel »

Adjust your computer's settings Viewby: Category

System and Security
Review your computer's status
Back up your computer

Find and fix problems

User Accounts
# Change account type

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Network and Internet
View network status and tasks
Chaose homegroup and sharing options

Clock, Language, and Region

Change keyboards ar other input methods

Hardware and Sound
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%_‘ View devices and printers
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Ease of Access
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3 From the Network and Internet window, select Network and Sharing Center.
n
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‘E_J(" v Control Panel » Networ‘l:ar_'lt-i Internet » 'J"’ | | Search Cont,

Control Panel H : S
SHLCSHEL SRS Network and Sharing Center

System and Security computers and devices

Metworlcand Sharing Center
Check network status, change
network settings and set preferences
for sharing files and printers.

Add a wireless device to the netw
e Network and Internet

Hardware and Sound q% HomeGroup

Choose homegroup and sharing o

Pregrams
Internet Options
Change your homepage | Manage browser add-ons | Delete browsing history and cookies

User Accounts

Appearance and

Personalization @ Intel® PROSet/Wireless Tools
Clock, Language, and Region

Ease of Access

4 From the Network and Sharing Center window that appears, select Manage Wireless Networks.
| |

i » Controi Panel » Networkand Infemet » MNetwork and Sharing Center
Control Panel Home . . : e
View your basic network information and set up connections
7 P i See full map
Manage wireless networks 3& :h q
Change adapter settings
Ci ¥ 15C64810 calion,com Internet I
Change advanced sharing (This camputer)
Stlings View your active networks Connect or disconnect
‘ s Access type: '!nlemet :
3 i s Connections: il Wireless Network
Change your networking settings
G4 Set up a new connection or network
™ Setup a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
M Connecttoanetwork
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
g omegroup and sharing options
Access files and printers located on other network camputers, or change sharing settings.
X (=¥ Troubleshoot problems
el =
HomeGroup Diagnose and repair network problems, or get troubleshooting information.
Intel® PROSe/Wirelecs Tank:

5 From the Manage Wireless Networks window, select Add.

| » ControlPandl b Networkand Internet | Manage Wireless Networks =

Wireless.

Search Manags
Menage wirelsss networks that use (Wireless Network Connecticn)
Windows tres to connect to these necworks inthe crder listed below,

Adapter properties  Profiletypes  Network and Sharing Center @
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6 . From the Manually connect to a wireless network window, select the Manually create
a network profile option.
—— ol

U 1! Manually connect to a wireless network:

How do you want to add a network?

MGk Manually create a network profile

“=_ This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (SSID) and
security key (if applicable).

& Create an ad hoc network
This creates a temporary network for sharing files or an Intemet connection

7 . The Wireless network properties window appears.
a. In the Network name (SSID) field, type Carilion-AppNet

NOTE: The Network Name is case sensitive. Therefore, the name must be
typed exactly as seen in the below screenshot.

From the Security Type dropdown, select the WPA2-Enterprise option.
From the Encryption type dropdown, select the AES option.

Select the 2 options:

1. Start this connection automatically
2. Connect even if the network is not broadcasting

Select Next when complete.

Enter information for the wireless network you want to add

Nrtwark name: Carilioa-AppNet ‘ |
Secunty type ‘wpu Enterprae -

Enceyption type: I l

Seeurity Key: Hide Charawtess

|7 Brat s connectsan automatscally

E}(mr\-m &ven if the nework i not brosdessting
Waming: ¥ you select this option, your computer's privacy might be at nsk.
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8 ’ Select the Change connection settings.

=
t! i
) ' Manusly connectto a wieless network
Successfully added Carilion-APPNET
2 Change connection settings
Open the connection properties so that [ can change the settings.
!
[ Ciose

9 . From the Carilion-AppNet Wireless Network Properties window, select the Security Tab.

Carilion-APPNET Wireless Network Properties [

Cunnethunl Security \I
[

Name: Carilion-APPMET

ssID: Carlion-APPNET
Network type: Access point
Network availabiity: Al users

[¥] Connect automatically when this netwerk is in range

|| connect to a more preferred network if available

[¥] Cormnect even if the network is not broadcasting its name (SSID)
[F]Enable ntel connection settings

Canfigure. ..

1 0 . Under Choose a network authentication method:

Select Microsoft: Protected EAP (PEAP) from the dropdown.

Uncheck “remember my credentials for this connection each time I'm
logged in”.

click Settings.

Carilion-A ppNet Wireless Network Properties B

| Connection | Security |

Security type: |wPazEnterprise -
Encryption type:  |AES -

d —_—— ]
[ Microsoft: Protected EAP (PEAP) ]| setings |

E}lemember my credentials for this connection each
time I'm logged on
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1 1 Uncheck Validate server certificate.
Uncheck Enable Fast Reconnect .
click Configure

Profected EAP Propertics WRRG—

When ecting:
[] validate server certificate y
N

| Connect to these s

x|

&

["] America Online Root Certification Autharity 1
[7] Baltimore CyberTrust Root

[ CarilionRootCA

| Chancellor

s

m

Do not pre t user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

Secured password (EAP-MSCHA™ '] | Configure... | c

Enforce e Access Prok,
[~] Disconni

]
ect if server does not present ayptobinding TLV
["| Enable Identity Privacy

L oc J[ concd |

12.

From the EAP MSCHAPv2 Properties window that appears, uncheck the “Automatically use
my Windows logon name and password” option then click OK.

EAP MSCHAPY2 Properties =2

When connecting:

& tomatically use my Windows logon name and
password {and domain if ary}.

E




CARILIONCLINIC |

1 3 Click on Advanced settings.

Carilion-Apphet Wireless Network Properties |

Connection | Security

Security type: WPA2-Enterprise x:
SE——

Choose a netiark authentication method:
[Microsaft: Protected EAP (PEAP) =] [ setings |

[] Remember my credentials for this connection each
time I'm logged on

[@

o J[amm )

1 4 . Check Specify authentication mode and from the dropdown, select User authentication and
click OK.

Advanced settings  — —gm— M

—
802, 1 settings | 802, 11 settings ‘

[¥] Specify authentication mode:

lUser authentication '] [ Save credentials ]

| Delets credentials for &l users

[l Enable single sign an for this network

(@ Perform immediately before user logon

Allow additional dislogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication
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1 5 = Click OK on the Carilion-AppNet Wireless Network Properties window. Close
out of the Manually connect to a wireless Network window. The

Carilion-AppNet Wireless Network should now be listed as displayed below.

il ¥ Control Panel » Metwork and Intemet » Manage Wireless Networks v |49 [l Searck Manage Wiretss, yel
= =
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add | Adapterproperties  Profiletypes  Network and Sharing Center ® |

1 fy, and reorder (3) -~
= Carilion-AppNet Security! WPA2-Enterprise pe: Any supported Autematically connect

-
~_ VTCSOM ecurity: WPAZ-Ente Tipe: Any supported tomaticaily connect
.
-

Carilion-Wireless-WPA Security; WPA2-Enterprise Type: Any supported
o

U o

1 6 . From the Taskbar, click the Wireless icon, select Carilion-AppNet and click Connect.

NOTE: Setup of the wireless is complete. The next three steps are for authenticating
on the wireless. In the future you will begin at this step.

Currently connected to: -
|'b carilion.com

M Internet access

Wireless Network Connection L]

Carifion-Wirsless-WPA  Connected |

|‘ Carilion-Apphlet qﬂ_ﬂ

e = - o, .
Carilion-Public-WiFi 1._15
Other Network 151!1

Open Metwork and Sharing Center

10:00 AM |

- = a0

11/8/2012
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17.

In the User name field, type your Active Directory username
(Carilion\username).

In the Password field, type your Active Directory password.
Click the OK button.

Network Authentication

Please enter user credentials

‘ |I- _ ] | pser name | |
| .Hd | Password l |

18.

Select a location for the 'Carilion-AppNet' network

This camputer is connected to a network. Windows will autornatically apply the correct
netweork settings based on the network's location.

Home network
L-l ™ Hallthe computers on this nstwork are at your home, and you recognize them,
" this is o trusted home network. Den't choose this for public places such as
coffee shops ot airports.

L Work network

L ¥ all the computers on this network are at your workplace, and you recognize
them, this is a trusted work network. Don't choose this for public places such as
coffee shaps ar airports.

Public network
W If you don't recognize all the computers on the network (for example, you're in
a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.
[T Treat all future networks that I connect to as public, and don’t ask me again.
Help me choose

Cancel
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19:

The network location is now Work

Network name: Carilion-AppNet
Location type: Work

On Work netwarks, you can see other computers and
devices on the network, and your computer is
discoverable.

View or change settings in Network and Sharing Center

View computers and devices on the networi




