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CARILIONC-LINI(f | Windows 10 — Connect to AppNet

Right click or tap and hold the network icon in the system tray. A menu appears.

1.

Troubleshoot problems

. Open Metwork and Sharing Center

Left click or tap Open Network and Sharing Center. Then click or tap Set up a new connection
or network.

52 Metwork and Sharing Center
4 o Met. » Metwork and Sharing... v O Search Control Panel f

View your basic network information and set up
connections

Control Panel Homie

Change adapter settings
i View your sctive netwarks
2 Change advanced sharing Wou are currently mot comnected o any netwarks.
settings
[ ]
Change your networking settings
‘E. Set up a new connection of netwark
= sm up a broadband, dial-up, or VPN connection; or set up a
router of access poink.
(= Troubleshoot problems
Diagnose and repair nebwork problems, or get troubleshaoting
SEE B infarmation.
HemelGnoup

Internet Options

Windews Firewall

Left click or tap Manually connect to a wireless network, then click or tap Next.

? Set Up a Connection or Metwork

Choose a connection option

3 . :0 Connect to the Internet

d‘. Set up & new network

‘-. anually connect to a wireless network
- onnect to a hidden network or create & new wireless profil,

:F, Connect to a workplace
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Enter the information for the AppNet network as shown below.
1. Type Carilion-AppNet.

Select WPA2-Enterprise from the dropdown.

Select AES from the dropdown.

Click the checkbox to mark it active.

Click the checkbox to mark it active.

o v kM W N

Click Next.

& W Manually connect to a wireless nebwork

4 Enter information for the wireless network you want to add
[ ]
Bletwork name Carilion-AppNet
'Sc(urft)r type: WPA2-Enterprise W
Encryption type AES
Secunty Key: o Hide characters

[+/] Start this connection automatically

[#] Connect even if the network is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.

s [

Click Change connection settings.

i" Marusly conract 5o & wrdem neraox

5 Successfully added Carilion-AppNet

Cancel
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Click the Security tab.

Carilion-APPNET Wireless Network Properties o
Connection
Marme: Carilion-APPMET
S5ID; Carilion-APPMET
Metwaork type: Access point
6 . Metwork availability: Al users

[ Connect automatically when this netwark is in range
[| Connect to & more preferred network if available
[¥] Connect even if the network is not broadecasting its name (55ID)

[F1Enable Intel connection settings

Configare. ..

Under Choose a network authentication method:
1. Select Microsoft: Protected EAP (PEAP) from the dropdown.

2. Uncheck the box next to Remember my credentials for this connection each time I’'m
logged in.

3. Click the Settings button.

Carilion-A ppMet Wireless Network Properties ﬂ

7 [ Connection | Seaurty |
1 ]

Security type: \WPAZEnterprise -

Encryption type: (AES v_|

Choose a network authentication method:
([Maosoft Proectedesp Gear) <[ setungs

|| Remember my credentials for this connection each
time I'm logged on
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a) Uncheck validate server certificate

b) Uncheck Enable Fast Reconnect

c) Click Configure. The EAP MSCHAPvV2 Properties window opens.

Protected EAP Propertics R e |
|

When connecting:
Validate server certificate \ q |

\u

Connect to these servers:

-
|| America Online Root Certification Authority 1 =
Baltimore CyberTrust Root
|_| CarilionRootCA
8 . [ chancelior
[] Class 3 Public Primary Certification Authority
[ Default cA

Select Authentication Method: ;

seasedpassword EAPMscHa ~ . | [ configure.., || |. c
ce Network Access Prot,

| Disconnect if cerver does not present o yptobinding TLV

|| Enable Identity Privacy

o J[ conel |

Uncheck Automatically use my Windows logon name and password and click OK. The EAP
MSCHAPv2 window closes.

EAP MSCHAPV2 Properties fo i

9 When connecting:
L]

F [ tomatically use my Windows logon name and
“— password (and domain i ary).

[ ok ]| comeet |
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Click Advanced Settings.

Carilion-AppNet Wireless Network Properties |

| connection | Securty

Sequrity type: | WPA2-Enterprise ']

Encryption type: | AES -

Choose a network authentication method:
I O Mirosof: Protected AP (EAP) | Settinge |
[}

[TiRemember my credentials for this connection each
time I'm logged on

Advanced settings i)

Click to check Specify authentication mode. From the dropdown, select User Authentication,
then click OK. The Advanced settings window closes.

LaXs

Advanced settings

802, 1X settings L'

[¥] specify authentication mode:

[Lser authentication v] [ Save credentials ]

Delete credentials for all users

[T]Enable single sign on for this network
(@ Perform immediately before user logon
. form immediately after user logon

o be displayed during single

rate viriual LANs for machine
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12.

13.

14.

Click OK on the Carilion-AppNet Wireless Network Properties window. The window closes.
Click Cancel on the Manually connect to a wireless network window. The window closes.

Close any remaining open windows. Setup of the wireless is complete. The next three steps are
for authenticating on the wireless. In the future you will begin at this step.

From the taskbar, click the Wireless icon. Click Carilion-AppNet, then click Connect. The
Network Authentication window appears.

carilizn.com

Carrently connected to: ‘e l
Intemet access

Wireless Network Connection ~

Carifion-Wireless- WPA Connected 1.!'“1
|
S —1

Cerilion-Public-\WiFi 11“.‘

Chher Metwork ..IH_“

Open Network and Sharing Center

10:09 AM
11/8/2012

- [m @ ol W

In the Username field, type your Active Directory username as Carilion\username.
In the Password field, type your Active Directory password and click OK.

oy secity

| Metwork Authentication
Please enter user credentials

I | | ||\ “J:er name
| Password

ok || cance
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If the Set Network Location window appears, click Work Network.

Selact a logation tar the 'Carilion-AppNet’ network

This corrgaiios i Conmioled b a nidwork. Wiadows @il stomatically spply bhe coorect
netwani settings based an the network's location.

Home retwork
| + [ alithe computers on this nebeork are at vour home, and yeurecogne them,

this iz e trusted bome retwork,. Tor't chomse tris for publc places such i
culfee s e airpees,
1 5 (] Werk network

Y. i alithe cornputers on this mebwork are st voursonplace ard you recognize

them, this in 8 treessed week network, Thon't choose this for pubiic places sach as
colta dag o Hiperi,

2 Public network
¥ you don't recogrize sl the computars
a el

aebwork

fnr eamrple, you'Ein
shiop ar sipset, ar you bave mokile broadband], this = & poblic
and & met trusted,

|7 Trsart all Futurs netmmekes that ©eammnect tea pobilic, anel den® ask me again,

Husg mi choose

Click Close.

The network location is now YWork

i Natwaork name Carilion- AppNet
2 Lexcation by pe: Work

O Wiark networks, you can see other compiters and
devices on the network, and your computer is
discoverable.

I 6 View or change settings in Metwordk and Sharing Center
L]

View conputers dnd dewces ¢n The network




